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Aversaries and threat modeling
no system is 100% secure

assess relevant scopes :
assets-what needs to be protected
boundaries - administrative domains enclaves

adversaries - realistic attacks
,
motivations



Algorithms- make security assumptions
nodes trusted / not file serves
exampleDieservers trusted,t

clients not
extremes impractical:
- "frust everyone" - no security
-"trust no one" - no way to design systems



Adversarie- categorizations (more realistic)
-

internal adversaries vs
Boundaries

,

admin domains - external adversaries

Local us global
Epheral vs persistent ("advanceda

a

Passive vs active - Byzantine
" honest but curious"

Threshold assumptions
- f ofa nodes are faulty/malicious
- 750% mining power is "good"



Common threat rectors
-
STRIDE mode
- Sporting
-

Tampering
-Repudiation
- Information disclosure (privacy leaks)
- Denial of service
- Elevation of privilege



Exphographybasics - review
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threshold cryptography
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-cample: 2-of-3 Pirate treasure

n
n points


